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Session Abstract and Panel Position Satements:

Federal agencies, industry, and the public now rely on cryptography to protect information and
communications used in critical infrastructures, electronic commerce, and other application areas.
Cryptographic modules are implemented in these products and systems to provide cryptographic
services such as confidentiality, integrity, non-repudiation and identification and authentication.
Adequate testing and validation of the cryptographic module against established standardsis
essential for security assurance. Both Federal agencies and the public benefit from the use of
tested and validated products. Without adequate testing, weaknesses such as poor design, weak
algorithms, or incorrect implementation of the cryptographic module can result in insecure
products.

On July 17, 1995, NIST established the Cryptographic Module Vaidation Program (CMVP) that
validates cryptographic modules to Federal Information Processing Standard FIPS 140-1 (Security
Requirements for Cryptographic Modules), and other FIPS cryptography based standards. The
CMVPisajoint effort between NIST and the Communications Security Establishment (CSE) of
the Government of Canada. Products validated as conforming to FIPS 140-1 are accepted by the
Federal agencies of both countries for the protection of sensitive information. Vendors of
cryptographic modules use independent, accredited testing laboratories to test their modules.
NIST’s Computer Security Division and CSE jointly serve as the validation authorities for the
program, validating the test results. As of August 2000 over 100 cryptographic modules from
more than forty separate vendors have been validated through the program. The number of
validated modules has nearly doubled each year of the program’ s existence.

From the beginning, the CMV P has been dynamic with a constant reexamination of the underlying
standard, test methodol ogy, reporting structure, and associated documentation. In addition,
guestions from the vendor and user communities have provided valuable input and an
implementation perspective. NIST and CSE have continually kept pace with new security
methods, changes in technology, and required interpretations of the standard by issuing officia
Implementation Guidance and Policy for FIPS 140-1 and associated Derived Test Requirements.
The Implementation Guidance covers program policy, technical questions, and general guidance
needed for module validation.

In addition to constant reexamination, the standard is officially reexamined and reaffirmed every
fiveyears. Inthe Fall of 1998, FIPS 140-1 entered a regularly scheduled 5-year review to
consider new and/or revised requirements needed to meet technological and economic change. A
request for comments on FIPS 140-1 was published on October 23, 1998 in the Federal Register.
The official comment period for the request closed January 21, 1999. A revised draft standard was
produced based on the public comments received, previously issued implementation guidance and
a"line by line" review by the NIST, CSE, and testing laboratory staff. A second request for
comments on the resulting FIPS 140-2 draft was published on November 17 in the Federal
Register with a closing date of February 15, 2000. Completion of the FIPS 140-1 update to FIPS
140-2 is anticipated by October 2000.

The panelists will provide detailed information on the revised standard, including a detailed
description of the revisions and impact to Federal agencies, users, and vendors. Additional topics
include:



Ray Shouffer, NIST, will discuss the overwhelming success and positive impact of the
Cryptographic Module Validation Program (CMVP), provide an overview of the CMVP,
and program status and the schedule for implementing the new standard.

Tom Casar, CSE, will discuss the submitted comments that are reflected in revisions to
FIPS 140-2, the impact of the revised standard in Canada and describe the importance of
the CMVP to the Canadian product endorsement program.
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